
 Talk2M Security

Talk2M - Certified IIoT Cloud 
for Remote Solutions
The complete Talk2M security solution ensures 
that all connected devices and cloud platforms 
are secure today and in the future.

Testing Partner



Best in class defense in depth approach for your remote 
connectivity solution

The Ewon router allows wan/lan                                                 
segregation and onboards a 
comprehensive fully configurable 
firewall. 

• All remote VPN sessions are 
encrypted. 

• Users logins and access are 
configurable and auditable. 

• Talk2M is hosted on globally 
redundant hosting partners. 

The Ewon device/Talk2M solution is compatible with existing corporate security 
policies, firewall rules and proxy server settings.

ISO27001 is an internationally recognized security standard

The ISMS statement of applicability specifies the 
roles and responsibilities of HMS in managing all 
aspects of business continuity and security of the 
Talk2M service.

The Talk2M ISMS:

• Guarantees that all security issues/threats are   
identified and adequately handled

• Establishes regulatory compliance and best practice 
alignment

• Continuously improves the organizational services

• Identifies vulnerabilities and security threats

* The security of Ewon’s solution is regularly audited by independent organizations and 
Ewon / HMS has obtained the ISO 27001 certifications by VINÇOTTE

A highly advanced Information Security management 
system (ISMS) for the cloud connectivity platform Talk2M

Defense in depth approach safeguarding information 
confidentiality, availability and integrity.

Layered cybersecurity approachISO27001 certified

 

Signed for the certification body: 

   
Daniëlla Segers 

Chairman Certification Committee  

 

CERTIFICATE 
 

ISO / IEC 27001:2013 
Information Security Management System 

 
VINÇOTTE nv 
Jan Olieslagerslaan 35, 1800 Vilvoorde, Belgium 
 
 
This is to certify that  HMS Industrial Networks S.A. 
 
Located at Avenue Robert Schuman 22 
 1400 Nivelles 
 Belgium 
 
 
has established and maintains an information security management system according the requirements of 
ISO/IEC 27001:2013 “Information Security Management System” for: 
 
The Information Security Management System (ISMS) for HMS Industrial Networks SA applies to the design, 
development, implementation, support and hosting activities of Talk2M* solution for industrial users, on IT 
components hosted in the European Union, United-States & Japan areas as well as the design, development and 
support of Ewon routers**. 

The scope of the ISMS is specific to the roles and responsibilities performed by the staff in the Nivelles BE 
location, focused on people executing sensitive actions in relation to Talk2M and Ewon routers, in accordance to 
the HMS Industrial Networks SA ISMS statement of applicability. 

*    Talk2M is our Sales to market secure industrial connectivity service in the cloud. It offers a highly reliable, 
efficient and secure solution for connecting Ewon routers remotely. 

**   Ewon routers are remote access devices connecting machines to their industrial users remotely for the 
purpose of diagnostics and maintenance operations. 

 
The latest version of the Statement of Applicability is: BMS-0452-119-SEC-FOR, Version number 07, 
Revision date 08-07-20 
 
This certificate is based on the result of an audit documented in the audit report 60878559. 
 
Certificate number: 18 IMS 006a 
First issued: 19 October 2017 
Valid from 19 October 2020 to 18 October 2023 
 
Further clarifications regarding the scope of this certificate and the applicability of the ISO/IEC 27001:2013 
requirements may be obtained by consulting the organization. 
 
This certificate is granted during the Certification Commission of 19 October 2020 and is subject to the 
General Regulations of Vinçotte nv. 

*

Policy compliance

Network infrastructure
User and access 

management

Traffic encryption

Firewall

Ewon device



Regularly assessed by security testers
Close collaboration with an independent 
cybersecurity firm ensuring Ewon/Talk2M 
is adapting to the evolving landscape of 
modern security threats.

Penetration testings are performed on 
the remote connectivity services within 
Talk2M, including M2Web, eCatcher and 
VPN servers.

www.ewon.biz/security

HMS is represented all over the world.  
Find your nearest contact here:

www.hms-networks.com/contact

HMS Networks - Contact
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300.000+ Ewons securely connected
Talk2M VPN servers

Trusted all over the world


